ABSTRACT In this paper, a destination-assisted-jamming-based secure transmission is devised for an untrusted and energy harvesting relay network. In the proposed scheme, both source and destination split their energies into two parts for energy harvesting at the relay and transmissions of confidential and cooperative jamming signals, respectively. We formulate an optimization problem to maximize the achievable secrecy rate by jointly optimizing the energy splitting for the source and destination. The existence of the solution for the optimization is carefully analyzed. Due to high complexity of the joint optimization, an iterative optimization algorithm to obtain the near-optimal energy splitting policy is proposed. The numerical results validate that the optimized energy splitting policy leads to a higher achievable secrecy rate, and the iterative algorithm has a quick convergence rate. Destination-assisted-jamming (DAJ), energy harvesting (EH), secrecy rate, untrusted relay network.
I. INTRODUCTION
The broadcasting nature of wireless communication facilitates any eavesdropper to intercept the signal easily. To guarantee the secrecy information transmission, cryptography-based encryption technology is traditionally adopted, which is implemented at high layer (i.e., application layer). However, these algorithms and keys for encryption are no longer unbreakable with the rapid development of computer technology and the increasing computing capability [1] . Furthermore, the complexity of key management, the security of key transmission and distribution are also great challenges for encryption technology [2] . Therefore, as a substitute or supplement of key encryption technology, physical layer security (PLS) [3] is an effective way to resist eavesdropping and reduce the leakage of information [4] . Wyner [5] originally introduced a wire-tap channel and defined the conception of PLS capacity. This work illustrated the possibility of secure communication only with PLS rather than using key cryptography. Subsequently, secure communication was extended to Gaussian channel [6] and broadcasting channel [7] , and the secrecy capacity of the generalized wiretap channel was obtained. In [8] , the singleantenna wiretap channel model was extended to multiple input multiple output (MIMO) systems. In the multi-antenna system, beamforming and precoding [9] were devised to enhance the received confidential signal at destination while suppressing the eavesdropping of the illegal users; therefore, the security and the rate were both achieved.
A. LITERATURE REVIEW
Due to the limited transmission range of wireless communications, cooperative relay technology can be used to expand coverage, improve communication quality and enhance the secrecy performance at the physical layer. Considering the trusted relay network with foreign eavesdroppers, cooperative relay transmission with amplify and forward (AF) [10] , compress and forward (CF) [10] and decode and forward (DF) [10] - [12] modes were introduced to improve the achievable secrecy rate of the system. In the above papers, all of the relays were trusted while the eavesdroppers were foreign unauthorized users.
However, in some cases, the relays themselves may not be worth trusting. Even so, these untrusted relays still contribute in information transmission. In [13] , the cooperative transmission with untrusted relays was validated to achieve a higher secrecy rate than just treating these relays as pure eavesdroppers. To prevent the untrusted relays eavesdropping confidential information, cooperative jamming (CJ) technique was effectively utilized to improve the secrecy performance [14] - [17] . In [14] , the jamming signal unknown to untrusted relays was emitted to the relays by legitimate nodes; as a result, the relays can not easily decode the confidential signal contaminated by the cooperative jamming signal [15] . In [16] , optimal power allocation (OPA) between confidential and jamming signals was further discussed in two hop AF untrusted relay networks. In [17] , an OPA policy was derived to maximize the achievable secrecy rate in one-way untrusted relay networks, and get the upper and lower bounds of secrecy rate.
In traditional wireless communication systems, some nodes are powered by batteries and, thus, have limited power. Specially, in wireless relay communications, one relay exhausting its all power may result in paralysis of the entire network. As an alternative way to compensate for the shortage of available energy, energy harvesting (EH) [18] , [19] can support communication networks with sustainable and long lasting power supplies. The technique of EH can be also introduced to the secure transmission at physical layer. In [20] , the relay was configured with the capability of harvesting energy from the environment, which assisted the system to operate for longer durations away from centralized power supplies. Then, a new EH relaying protocol was proposed in [21] , where source and relay can harvest energy from each other. In [22] , a time switching based wireless powered relay system was studied where source and destination jointly transferred energy to the relay. Then, an optimization problem of time splitting was formulated to achieve the maximal secrecy capacity.
Besides, many literatures studied the specific implementation of energy harvesting [23] - [28] . A project regarding EH wireless communications was discussed in [23] . Gelenbe and Ceran [24] investigated the cooperation among energy prosumers through the energy packet network paradigm. In [25] , the authors used diffusion processes to analyze the effect of a battery for local storage. The effect of energy depletion during other forms of attacks was analyzed in [26] . In our paper, to maximize the achievable secrecy rate, we only consider energy harvesting with energy splitting rather than the practical energy collecting. Furthermore, a deferred transmission system was analyzed in detail that uses local batteries [27] , [28] , which developed a mathematical model to trade off energy input and data transmission. In our study, we focus on the optimization of energy splitting from signal level rather than data level point of view. Taking joint optimization in both signal and data levels may generate a further system improvement. However, practical energy buffering and joint optimization in both signal and data levels are beyond the scope of this paper and would be considered as two interesting future topics.
B. OUR CONTRIBUTIONS
In this work, the relay under consideration is untrusted and, furthermore, has limited power, which requires EH from source and destination to maintain the transmission. On the other hand, the energy possessed by the source and destination needs to implement information transmission and power transferring. In this case, how to split the energy for the two operations at source and destination and how to develop the corresponding protocol are quite challenging.
Therefore, by considering the untrusted and energy harvesting relay network, we devise a destination-assistedjamming (DAJ) based secure transmission scheme. The untrusted relay has the capability of EH from source and destination. With the harvested energy, the relay amplifies and forwards the received signal while acts as a potential eavesdropper. Whereas, the source and destination transfer energy to the relay at the same time. Next, the source transmits the confidential signal to relay while destination transmits the jamming signal to prevent information leaking. In this case, the energy splitting for the two operations at the source and destination should be optimized. For the complicated optimization, an iterative algorithm is required to achieve the maximum achievable secrecy rate and its corresponding energy splitting factors.
In general, the key contributions of this work can be summarized as follows:
• The untrusted relay is configured with EH capability, which can harvest energy from both source and destination to amplify and forward the received signal. This configuration is applicable to the battery-supplied relays.
• We devise a two-process two-phase secure transmission to implement EH and DAJ based secure transmission. The energy possessed by source and destination is split into two parts for EH at relay and transmission for the confidential and cooperative jamming signals. In this case, the security at the untrusted relay is guaranteed and the rate for the whole network is improved.
• We formulate an optimization problem to maximize the achievable secrecy rate by jointly optimizing the energy splitting at source and destination. The existence of the optimal energy splitting factors are carefully analyzed.
• Due to the high complexity of the joint optimization, an iterative algorithm is proposed to obtain near-optimal energy splitting factors. In each iteration, the feasible solutions are detailedly discussed and selected.
• Numerical results validate the improvement of secrecy rate with the optimized energy splitting and illustrate VOLUME 6, 2018 the quick convergence of the iterative algorithm, which coincides with the quadratic characteristics of the objective function in the optimization problem. The organization of the paper is organized as follows. In Section II, the system model is presented and a two-process two-phase transmission is devised. Then we formulate the optimization problem and propose an iterative algorithm in Section III. In Section IV, numerical results are presented to validate the correctness and effectiveness of our scheme and algorithm. Finally, Section V concludes the paper and schedules some future work.
II. SYSTEM MODEL
In this paper, a two-hop EH and untrusted AF relay transmission is shown in Fig. 1 , where the network is comprised of a source (S), an untrusted relay (R) and a destination (D). Each node is equipped with a single antenna and operates in a half-duplex mode. We assume that there is no direct communication link between S and D, because of the long distance and shadow fading. Therefore, the source and destination can only communicate through the untrusted relay, R.
Due to the power limitation and consumption, the relay R can not complete the AF processing for the received signal without any external energy providers. In this paper, R is thus configured with EH capability to harvest energy from S and D. In this case, we divide the transmission into two processes: EH process and information transmission (IT) process in a period of T seconds. Let α ∈ [0, 1] be the time splitting factor, such that the EH process is implemented in αT and the IT process is done in (1 − α)T . Further let E S and E D denote the initial energies at the beginning of each transmission round for S and D. For simplicity, we assume that E S = E D . Besides, β ∈ [0, 1] and γ ∈ [0, 1] denote the energy splitting factors of S and D, respectively. Joint optimization of β and γ makes our model and problem more complicated, compared with the optimizations in [16] , [17] , and [22] .
• In the EH process, S and D transfer part of their energies, βE S and γ E D , to R.
• In the IT process, to guarantee the security of the relay transmission, a DAJ scheme is devised, which can be implemented in two phases with equal duration of (1 − α)T /2.
-In the first phase of IT process, S transmits its confidential signal to R with energy of (1 − β)E S , while D transmits a jamming signal with energy of (1−γ )E D to R simultaneously. The received signal at R is the combination of the above two signals from S and D, which prevents the interception of the confidential information by R. -In the second phase of IT process, R then forwards the received signals with the energy harvested in the EH process. Based on self-interference cancelation technique [29] , D can remove the jamming signal transmitted by itself from the received signal, and perform decoding operation for the confidential signal. In the EH process, the harvested energy E R at R is given by
where η ∈ [0, 1] is the conversion efficiency of the harvested energy at R; and h SR and h DR denote the complex channel gains from S to R and from D to R, respectively. In the first phase of the IT process, R receives the synthesized signal from S and D, which can be represented as
where the information signals from S, x S , and the cooperative jamming signal from D, x D , are both with unit power; n R denotes the additive white Gaussian noise(AWGN) at R with zero mean and single-sided power spectrum density (PSD) N 0 ;
2 T ) denote the transmitting powers of S and D, respectively. Therefore, the received instantaneous signal-to-interference-plus-noise rate (SINR) at R can be calculated as
where
In the second phase of the IT process, R fully utilizes the harvested energy in the EH process to amplify the received signal and forwards it to D. Therefore, the received signal at D, y D , is formulated as
is the transmitted power of R with harvested energy E R in (1); and n D denotes the AWGN at D with zero mean and single-sided PSD N 0 ; h RD represents the channel gain from R to D. Let ζ y R denotes the normalized transmitted signal at R, with ζ being defined as
Note that, due to the assumption of channel reciprocity, we have h RD = h DR [30] . We further assume that the global CSI is perfectly known to D. For our system, the estimation and exchange of CSI can be referred to the traditional method reported in [31] .
In (4), x D is the cooperative jamming emitted by D in the previous phase; therefore, the second term,
can be cancelled with selfinterference cancellation technique and the perfect CSI. Then, (4) can be rewritten as
From (6), the received instantaneous SINR at D can be expressed as (7) at the bottom of the current page.
III. MAXIMIZE SECRECY RATE BY OPTIMIZING ENERGY SPLITTING A. OPTIMIZATION PROBLEM DEFINITION
Following the definition of secrecy rate in [11] , the total achieved secrecy rate of our two-hop EH and untrusted relay system is defined as the difference between the instantaneous rate achieved by the destination D and the relay R. Therefore, the secrecy rate can be expressed as
There is no practical research significance for R(β, γ ) < 0; therefore, in the case that γ D < γ R , the secrecy rate is set to be 0. Note that, the pre-factor (1 − α)/2 in (8) is derived from the fact that, in our twoprocess two-phase model, the transmission from S to D is equivalent to a transmission with duration of (1 − α)/2T . In this paper, α is a constant value set to α = 1/3. The optimization of time splitting factor, α, is beyond the scope of this paper.
Based on the above analyses, in this paper, we aim at maximizing the secrecy rate in (8) by optimizing energy splitting at S and D, i.e., β and γ . So the mathematical optimization problem can be formulated as
(9c)
B. EXISTENCE OF THE MAXIMUM SECRECY RATE
By substituting (3) and (7) into (8), the secrecy rate can be expressed as (10) at the bottom of the current page. As the logarithmic function is monotonic, maximizing R(β, γ ) is equivalent to maximize the following function (11) at the bottom of the current page.
In (11), R(β, γ ) is a complicated function of β and γ . We firstly analyze the existence of maximum for R(β, γ ) as follows:
1) The numerator and denominator of (11) 
.
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β and γ ; in other words, we can find the optimal values for β and γ to reach the maximum of R(β, γ ).
C. ITERATIVE ALGORITHM TO OBTAIN THE MAXIMUM OF SECRECY RATE AND OPTIMIZED ENERGY SPLITTING
Although the objective function in (9) is continuous and has a maximum on the closed interval, it is still too complicated to get the optimums of β and γ to achieve the maximum of R(β, γ ) by direct mathematical calculations. In this paper, an iterative method is thus devised to solve the optimization problem in (9) . In each iteration, we first optimize β with a given γ optimized in the previous iteration; then, with the optimized β, we further obtain the optimum of γ . After a finite number of iterations, the values of β and γ will approach to their optimums, denoted as β opt and γ opt . Let β i and γ i be the optimized β and γ in the i-th iteration.
1) OPTIMIZATION OF β WITH A GIVEN γ
In the i-th iteration, with the previously optimized γ i−1 , we optimize β to get an instantaneous optimum, β i . Considering the continuous characteristics of R(β, γ ) with respect to β, we can adopt the partial derivative method to get the optimum of β. Consequently, by solving
= 0, we can get two roots, β ia and β ib . For simplicity, we assume that β ia ≤ β ib . Considering the constraint for β in (9b), in the following part, we analyze the configuration of β i with β ia and β ib .
• When there is only one root in the interval of [0, 1], we just set β i as that root.
• When the two roots are both in the interval of [0, 1], set β i = β ia to guarantee more energy allocated to the transmission of confidential signal.
• Both two roots are not in the interval of [0, 1].
-If at least one root is less than 0, just set β i = 0. This condition may result from the fact of γ SR γ DR and small γ SR . In this case, all the source's energy is consumed to transmit confidential signal while the energy harvested by R entirely comes from D.
-The two roots are not possible to be both larger than 1. This can be illustrated by the practical application. If the condition satisfies, all the source's energy contributes to the energy harvesting for R, while no energy is allocated to the confidential signal transmission. As a result, zero rate is achieved for the transmission, which is not feasible.
Finally, we present the expression of
where g 2 , g 1 , g 0 are defined in (13) at the bottom of this page.
2) OPTIMIZATION OF γ WITH A GIVEN β
After getting an instantaneous optimal value of β i in the previous step, we carry out the optimization for γ to get an instantaneous optimum, γ i . Similar to the optimization for β, we can get two roots, γ ia and γ ib , by solving ∂ R(β i ,γ ) ∂γ = 0. For simplicity, we still assume that γ ia ≤ γ ib . Considering
(13)
the constraint for γ in (9c), in the following part, we analyze the same discussion for the configuration of γ i with γ ia and γ ib .
• When there is only one root in the interval of [0, 1], we just set γ i as that root.
• When the two roots are both in the interval of [0, 1], set γ i = γ ia to guarantee more energy allocated to the transmission of cooperative jamming signal, which is beneficial to the improvement of secrecy rate.
-If at least one root is less than 0, just set γ i = 0. This condition may result from the fact of γ DR γ SR and small γ DR . In this case, all the destination's energy is consumed to transmit cooperative jamming signal to guarantee the security at R, while the energy harvested by R entirely comes from S. -The two roots are not possible to be both larger than 1. This can be also illustrated by the practical application. If the condition satisfies, all the destination's energy contributes to the energy harvesting for R, while no energy is allocated to the cooperative jamming transmission. In this case, R can easily decode the confidential signal without interference, which is not accepted for security. Finally, we give the detailed expression of
where k 2 , k 1 , k 0 are defined in (15) at the bottom of the previous page.
3) ITERATION INITIALIZING AND STOPPING
In the initial iteration, we set γ 0 = 0.5 for fairness consideration. With the iterative processing, β i and γ i are expected to converge to their optimums. In the proposed algorithm, we adopt the difference of two consecutive optimized γ i s for iteration stopping decision. With this rule, the iteration stops if |γ i − γ i−1 | < ξ (ξ is a small number, generally set to be 0.001); otherwise, the iteration continues till the iteration number reaches a given number, N (N = 10 for most scenarios). The specific iterative algorithm to solve the optimization problem in (9) is summarized in Algorithm 1.
D. CONVERGENCE ANALYSIS
From subsection III-B, there firmly exists a maximum of R(β, γ ) and the corresponding optimums of β and γ . Moreover, the numerator and denominator of (11) are both quadratic functions of β or γ after some simple mathematical calculations. These two conditions result in the quick convergence for Algorithm 1. We will validate this conclusion in Section IV.
IV. NUMERICAL RESULTS AND ANALYSIS
In this section, we present some numerical results to demonstrate the performance of the proposed optimization. In the Algorithm 1 Joint Optimization of Energy Splitting Factors for the Source and Destination 1. Initialize the energy splitting factor at the destination as γ 0 = 0.5; i denotes the number of iterations, which varies from 1 to N . And N is the maximum number of iterations, usually taking 10; 2. Determine the optimized energy splitting factors at the source and destination, β opt and γ opt .
for i = 1 : N do Compute the coefficients, g 2 , g 1 and g 0 according to (13) 
Compute the coefficients, k 2 , k 1 and k 0 according to (15) with
// where ξ is a sufficiently small positive number that determines the accuracy of the iterative optimization result, we set ξ = 0.001; Break; end if end for β opt ← β i γ opt ← γ i simulation, we set the noise variance as N 0 = 0.025 and the energy conversion efficiency at relay as η = 0.5. Fig. 2 shows achievable secrecy rates at different energy allocation factors for S and D when γ SR = 60 dB, γ DR = 30 dB. We can find there exists a maximum achievable secrecy rate of 1.1204 bps/Hz when β = 0.730 and γ = 0.430. According to Algorithm 1 in section III-C, the optimums of β and γ are 0.7214 and 0.4247, respectively, and the corresponding maximum security rate is 1.1205 bps/Hz. Note that the small difference between the above results is originated from the simulation step of 0.01 for β and γ . We can also find that the achievable secrecy rate for a given γ (or β) has a maximum and a corresponding optimized β (or γ ), which validate the existence of optimized β (or γ ) in Section III-C-1) (or Section III-C-2)). 3 illustrates the convergence of the proposed iterative algorithm when γ SR = 60 dB and γ DR = 30 dB. From  Fig. 3 , we can find that the source's and destination's energy splitting factors, β and γ , both quickly converges to their optimal values after only 3-4 iterations. As a result, the secrecy rate R(β, γ ) also quickly converges, which results from the quadratic characteristics of R(β, γ ) with respect to β and γ . Fig. 4 shows the achievable maximized secrecy rate, R(β, γ ), for different γ SR and γ DR . With the increase of γ SR or γ DR , the achievable secrecy rate increases. For a given γ DR , By increasing γ SR , the achievable maximized secrecy rate first increases rapidly at lower γ SR , then grows slightly at high γ SR . When the channel from S to R is better with higher γ SR , S must allocate less power to the confidential signal transmission to guarantee the security at R. Less power will alleviate the improvement of secrecy rate benefitting from the increase of γ SR . For a given γ SR , the achievable maximum secrecy rate has the same trend with the increase of γ DR . Fig. 5 compares the achievable secrecy rate for equal energy splitting (equal ES) and optimal energy splitting (optimal ES) at different γ SR and γ DR . Here, β = γ = 0.5 corresponds to equal energy splitting scheme, while β = β opt , γ = γ opt corresponds to optimal energy splitting scheme. From Fig. 5 , it can be observed that, with the optimal ES, the secrecy rate is significantly improved compared with that of equal ES. When γ SR and γ DR are approximately equal, the gap of achievable secrecy rate between optimal ES and equal ES is minimized. Fig. 6 shows the optimized energy splitting factor at S, β opt , for different γ SR and γ DR . We can see that β opt increases gradually with the increase of γ SR . It should be noted that, for large γ DR (i.e., ≥ 50 dB) and small γ SR case, β opt is set to be 0, such that all the energy of the source node is consumed for the confidential signal transmission, which helps to achieve a positive secrecy rate. Besides, β opt decreases with the increase of γ DR . Since, the D-R channel becomes better, which is beneficial to the power transferring from D. In this case, S can save more energy to the confidential signal transmission, which results in a decrease of β opt . Fig. 7 shows the optimized energy splitting factor at D, γ opt , for different γ SR and γ DR . It is clear that γ opt increases gradually with the increase of γ DR . Similar to the previous analysis, for large γ SR (i.e., ≥ 50 dB) and small γ DR case, γ opt is set to be 0, which allows D to transmit the cooperative jamming signal with its all energy to prevent R from eavesdropping confidential information. Furthermore, γ opt decreases with the increase of γ SR . Since, the S-R channel becomes better, which facilitates to transfer power from S. In this case, D can spare more energy to the cooperative jamming signal transmission, which results in a decrease of γ opt .
V. CONCLUSION
In this paper, a secure transmission scheme was devised for an untrusted and energy harvesting relay network. In the proposed scheme, energy harvesting at relay from both source and destination can largely alleviate its energy shortage issue, while DAJ technique was utilized to protect the confidential information from eavesdropping by the untrusted relay. With this procedure, the energy possessed by both source and destination is split into two parts for energy harvesting at relay and transmissions of confidential and cooperative jamming signals. To maximize the achievable secrecy rate for the network, an iterative optimization algorithm to jointly optimize the energy splitting for the source and destination was proposed. The numerical results showed that our proposed algorithm can bring higher secrecy rate with the optimized energy splitting, and furthermore had a quick convergence rate. In the future work, we will extend this work to the scenario of multiple-antenna transmission, exploring its flexible beamforming and abundant degrees of freedom. 
